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Spring has arrived and you finally resolve to do

something about all the clutter. You toss out the

pre-approved credit card applications, ancient bank

statements, bills and charge receipts. You finally

give away that old computer. You’re feeling back in

control, but you may have just allowed that control

to be stolen. You’ve made yourself vulnerable to

identity theft.

Last year, according to the Federal Trade Com-

mission, there were over 45,000 complaints of

identity theft in California alone. Identity theft vic-

tims may spend thousands of dollars and months

or even years trying to clear their names and their

credit after thieves have trashed them. The most

important thing is to be vigilant about all your

personal information.

PPrreevveennttiioonn TTiippss::
1.) NNeevveerr ggiivvee oouutt yyoouurr ppeerrssoonnaall iinnffoorrmmaattiioonn –– bbyy

pphhoonnee oorr eemmaaiill –– iiff yyoouu’’rree nnoott aabbssoolluutteellyy cceerrttaaiinn ooff

tthhee iiddeennttiittyy ooff tthhee ppeerrssoonn rreeqquueessttiinngg iitt aanndd wwhhyy hhee

oorr sshhee nneeeeddss iitt..  Thieves may pose as someone

calling or emailing from your bank or credit card

company in order to get your information.

Identity thieves may even pose as the IRS

requesting information.

2.) SSaaffeegguuaarrdd yyoouurr ddooccuummeennttss aanndd mmaaiill.. Shred

all documents that contain any personal infor-

mation. Pick up new checks at the bank rather

than having them mailed to your home. Keep

your eye on cashiers while they have your credit

card; be sure they’re not making a second copy,

or “skimming” the information.

3.) BBee ssmmaarrtt aabboouutt ppaasssswwoorrddss aanndd PPIINNss..  Don’t

write them down, memorize them. Don’t use com-

mon identifiers as passwords or PINs, such asMistaken
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your birth date, mother’s maiden name, or the

last four digits of your Social Security number or

phone number. The most secure passwords con-

tain a mix of letters and numbers.  

4.) KKeeeepp ttrraacckk ooff wwhheenn bbiillllss aanndd ssttaatteemmeennttss

sshhoouulldd aarrrriivvee.. If a bank statement or credit card

bill is late, contact the company right away. A

thief may have submitted a change-of-address

form on the account.     

5.) MMoonniittoorr yyoouurr ccrreeddiitt rreeppoorrtt.. The three credit

agencies (Equifax, Experian and TransUnion) are

required to give you one free report each year. To

order a report, visit www.annualcreditreport.com,

or call toll-free (877) 322-8228. 

WWhhaatt ttoo DDoo IIff YYoouu AArree aa VViiccttiimm::
If you discover or suspect that you’re a victim

of identity theft, act quickly – time is of the

essence. Take the following steps in order to clear

up your credit and your name:

• PPllaaccee aa ffrraauudd aalleerrtt oonn yyoouurr ccrreeddiitt rreeppoorrtt,, aanndd

rreevviieeww yyoouurr ccrreeddiitt rreeppoorrttss ffoorr aaddddiittiioonnaall eerrrroorrss.. A

fraud alert will help prevent a thief from opening

more accounts in your name. Contact the fraud hot-

lines for one of the three agencies; they are required

to then contact the other two. (See HOT TIPS)

• CClloossee aannyy aaccccoouunnttss ttoo wwhhiicchh yyoouu tthhiinnkk aa tthhiieeff

mmaayy hhaavvee aacccceessss.. Call the companies’ fraud depart-

ments right away, and send any documentation

you have by certified mail. Use the ID Theft

Affidavit, available online at the Federal Trade

Commission site: www.consumer.gov/idtheft.

• FFiillee aa rreeppoorrtt wwiitthh tthhee llooccaall oorr ssttaattee ppoolliiccee,, aanndd tthhee

IIddeennttiiffyy TThheefftt RReeggiissttrryy.. California’s Identity Theft

Registry is a centralized database to verify that

your identity has been stolen. Find more informa-

tion about the registry at http://ag.ca.gov/idtheft.

• TTaakkee sstteeppss ttoo ccoorrrreecctt tthhee ffaallssee iinnffoorrmmaattiioonn oonn

yyoouurr ccrreeddiitt rreeppoorrtt.. See complete guidelines for

action in Take Charge – Fighting Back Against

Identity Theft at www.consumer.gov/idtheft.

• FFiillee aa ccoommppllaaiinntt wwiitthh tthhee FFeeddeerraall TTrraaddee CCoomm--

mmiissssiioonn.. Your report will assist the FTC in their

efforts to stop identity theft. You can file online

or call the FTC's Identity Theft Hotline, toll-free:

1-877-ID-THEFT (438-4338).

• CCoonnttaacctt NNSSBBNN.. We need to be aware of the

situation and can advise you on steps to take.

While identity theft is a growing threat for

everyone, following the steps outlined above will

reduce your vulnerability. The key is to be con-

scious always of the value of your personal infor-

mation, and the importance of safeguarding it.

Eileen Cohen may be reached at efc@nsbn.com

or (310) 288-2272.
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